
Safe Slot games for 
Machine Builders
Safety Hot Swap enables machine networks to be  
changed during active operation

The modularization of production machines and lines provide flexibility in the pro-
duction process. Safety technology in the machine network is also affected. Designed 
for modular Safety applications, the thin S-DIAS Safety system from SIGMATEK offers 
an interesting feature: Hot-Swap capability. With this function, a change in the ma-
chine network is also possible during active operation – without a hardware switch.
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At a glance
The essentials in 20 seconds

 y Hot Swap without machine 
stop saves time in the produc-
tion process 

 y Firmware update of the Safety 
control enables flexible aggre-
gate exchange

 y Hot Swap Safety is completely 
software based

 y Flexible production needs a 
flexible solution

 y Substations with emergency 
stop function can be inte-
grated, logged off and on at 
different locations

 y Central Safety control manag-
es up to 70 substations 

The new flexible Safety 
configuration with Hot 
Swap from SIGMATEK is 
software-based.
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Anyone in highly automated produc-
tion systems, who can easily reconfig-
ure their machines and lines, as well 

as integrate or remove functional units such as 
handling and extraction robots as needed, has 
a clear advantage when it comes to flexibility 
and output. However, such modular machine 
and system concepts have very special require-
ments for Safety technology: It must be just 
as flexibly changeable and easy to handle – of 
course, without compromising the Safety level.

The S-DIAS Safety system now equips 
the user with much more freedom in design-
ing the Safety concept: Hot-plugging optional 
units was already possible in the Safety solu-
tion from SIGMATEK, to date however, the 
module order on the line had to be known and 
hard coded into the control program. With a 
firmware expansion in the Safety controller of 
the S-DIAS system, the developers were able 
to significantly increase the flexibility. 

The general Safety application ‘Flex Con 
with Hot Swap’ is configured with all conceiv-
able units of a machine network one-time. The 
only requirement is that the maximum num-
ber of Safety slave CPUs that can be used in the 
production process must be known. An exact 
position specification is, however, no longer 
necessary. The substations can therefore be 
configured in any combination desired – with-
out changes to the Safety application.

hot Plug – Requirements 
For a Safety Hot Swap, the modular machine 
units must have their own Safety controller. The 
controllers communicate with the higher-level 
Safety control via the industrial Ethernet sys-
tem VARAN. For dynamic Safety applications, 

the central Safety control can manage up to 70 
optional substations with an emergency stop 
function with a bus cycle time of 5 ms.

In such a flexible Safety configuration, 
system modules equipped with an integrated 
emergency stop function can then be added to 
machines and systems, logged off and as need-
ed, then logged in at a different location in 
the machine network during active operation 
without having to restart.

The connection 
is dynamically cre-
ated using a simple 
function-oriented 
login mechanism – 
completely without 
a hardware switch. 
The Hot-Swap con-
cept ensures that 
the machines operator must actively acknowl-
edge the log-in of a substation to prevent it 
from unintentionally logging in.

The end of the connection is triggered with 
a safe input. If a unit is separated from the cen-
tral Safety control without first logging out, 
an emergency stop is triggered in all connect-
ed machine modules after the configurable 
Watchdog time has elapsed.

hot Swap also operates wirelessly
In addition to the Safety controller, the modular 
Safety system includes various Safety I/Os and 
drives with Safety functions. The Safety solu-
tion can therefore be perfectly tuned to the Safe-
ty-relevant application. The Safety technology 
is designed to send Safety-relevant signals via 
Black Channel over any communication media. 
With cable-connected solutions, a single line 

Substations with  
emergency stop function 
can be integrated, logged 

off and on at different 
locations as desired.
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With the Hot-Swap 
feature for the S-DIAS 
Safety system, mod-
ular machines and 
system units with 
emergency stop 
function can be flex-
ibly reconfigured.
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le via Black Channel über beliebige Kommuni-
kationsmedien übertragen werden. Bei 
kabelgebundenen Lösungen genügt 
dabei eine einzige Leitung für Safety- 
und Standardkommunikation. Die 
Übertragung erfolgt über Industrial 
Ethernet Varan, kann aber auch wirel-
ess etwa über WLAN erfolgen. Daher 
ist das erschütterungsfeste S-DIAS 
Safety-System auch für mobile Anwen-
dungen wie fahrerlose Transportsyste-
me (FTS) geeignet.

Gleicher Aufwand, mehr  
Flexibilität – das Engineering
S-DIAS Sicherheitsanwendungen las-
sen sich dank der umfangreichen Bib-
liothek im Lasal Safety Designer kom-
fortabel konfigurieren. Die zertifizierten 
Safety-Funktionsbausteine sind an den 
PLCopen Standard angelehnt und können genau wie 
die sicheren Ein- beziehungsweise Ausgänge per Drag 
& Drop platziert werden. Der integrierte Debugger 
ermöglicht die grafische Darstellung aller Werte und 
stellt Zustand und Signalfluss der Safety-Funktionen 
übersichtlich dar. Mit Einsatz des S-DIAS Safety-
Systems müssen weder der Maschinenhersteller noch 
der -anwender zum Zeitpunkt der Auslieferung genau 

wissen, welche zusätzlichen Module bzw. 
Untereinheiten im Laufe des Maschinenle-
benszyklus noch dazukommen. Im laufen-
den Produktionsprozess spart der Maschi-
nenbedienern mit der Plug&Play-Funkti-
onalität wertvolle Zeit und erhöht gleich-
zeitig den Output. S-DIAS Safety kann 
vollintegriert in das S-DIAS Steuerungs-
system oder stand-alone eingesetzt werden 

und erfüllt alle Anforderungen bis SIL 3 
(gemäß EN 62061) und PL e, Kat. 4 (gemäß EN 

ISO 13849-1/-2). (sk)
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Typisches Szenario 
aus der Kunststoff- 
und Papierverpa-
ckungstechnik: Die 
modularen Be- und 
Entladeeinheiten  
sowie Handling- und 
Transportsysteme mit 
integrierter Not-Halt-
Funktion können mit 
Einsatz des Hot-Swap-
Features von S-DIAS 
Safety beliebig in die 
Linie eingebunden 
oder getrennt werden 
– und das im laufen-
den Betrieb und ohne 
Hardware-Switch.

Das schlanke S-DIAS Safety-System unterstützt 
flexible Maschinen- und Anlagenkonzepte. Die 
Übertragung der sicherheitsrelevanten Daten 
kann nach dem Black Channel Prinzip gemeinsam 
mit Standarddaten über ein Kabel oder wireless 
erfolgen.
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is sufficient for Safety and standard 
communication. Data are trans-
mitted over the industrial Eth-
ernet VARAN but can also be 
sent wirelessly via WLAN. For 
this reason, the vibration-proof 
S-DIAS Safety system is also op-
timally suited for mobile appli-
cations such as automated guid-
ed vehicles (AGV).

Same effort, More Flexibility 
– engineering
Thanks to the extensive library 
in the LASAL Safety Designer, 
S-DIAS Safety applications can 
be comfortably configured. The 
certified Safety function blocks 
are based on the PLCopen stan-
dard and can, exactly like the 
safe in- or output, be placed via Drag & Drop. 
The integrated debugger enables the graphic 
representation of all values and clearly shows 
status and signal flow of the Safety functions. 
When using the S-DIAS Safety system, neither 
the machine manufacturer nor the user has to 
know at the time of delivery, which modules 
or subunits will be added during the lifespan 

of the machine. During the active 
production process, machine oper-
ators save valuable time and simul-
taneously increase output with the 
Plug&Play function. S-DIAS Safe-
ty can be fully integrated into the 
S-DIAS control system or used as 
a stand-alone solution and it com-
plies with all requirements up to 

SIL 3 (in accordance with IEC 62061) 
and PL e Cat. 4 (according to EN ISO 

13849-1/-2). (sk)
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The thin S-DIAS Safety system supports 
flexible machine and system concepts. 
Safety-relevant data can be sent with 
standard data over a cable or wirelessly – 
following the Black Channel principle.

Typical example 
application from the 
plastic and paper 
packaging line: The 
modular loading and 
unloading units, as 
well as handling and 
transport systems 
with emergency 
stop function, can 
be integrated into 
or separated from 
the line as required 
via S-DIAS Safety’s 
Hot-Swap feature – 
during operation and 
without a hardware 
switch.
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