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S-DIAS VARAN Analyzer VA 011

with 1 VARAN In
1 VARAN Out
1 Ethernet

—

The VA 011 S-DIAS VARAN Analyzer module allows the analy-
sis of communication in a real-time Ethernet VARAN bus net-
work. The connection is made over a free VARAN port. If no port
is available, an existing VARAN bus connection can simply be
removed and the VARAN Analyzer inserted. The data to analyze
are output through a Gigabit Ethernet port and can be evaluated
with the VARAN Service Tool. The option is also available to an-
alyze the data via Wireshark and protocol plug-in from
SIGMATEK.
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1 Introduction

1.1 Target Group/Purpose of this Manual

This manual contains all information required for operating the VA 011.
This manual is intended for:

Project planners
Technicians

Commissioning engineers
Machine operators
Maintenance/test technicians

General knowledge of automation technology is required.

Further help and training information, as well as the appropriate accessories can be found on
our website www.sigmatek-automation.com

Our support team is happily available to answer your questions.
Please see our website for our hotline number and business hours.

1.2 Important Reference Documentation

e Design specification VARAN
These documents can be downloaded from our website or obtained through SIGMATEK Sup-
port.

1.3 Contents of Delivery

1x VA 011
1x opposing connector

This document can be downloaded from our website.
Additional documents may be included with delivery.
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2 Basic Safety Guidelines
2.1 Symbols Used

The following symbols are used in the operator documentation for warning and danger mes-
sages, as well as informational notes:

DANGER Identifies an immediate danger with high risk, which will lead to immediate
death or serious injury if not avoided.

>

WARNING Identifies a possible danger with a mid-level risk, which can lead to death or
(serious) injury if not avoided.

>

CAUTION Identifies a low risk danger, which can lead to injury or property damage if
not avoided.

Provides user tips, informs of special features and identifies especially im-
portant information in the text.

Danger for ESD-sensitive components

> B>

Aiad
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2.2 Disclaimer

i

The contents of this document were prepared with the greatest care. How-
ever, deviations cannot be ruled out. This document is regularly checked and
required corrections are included in the subsequent versions. The machine
manufacturer is responsible for the proper assembly, as well as device con-
figuration. The machine operator is responsible for safe handling, as well as
proper operation.

The current document can be found on our website. If necessary, contact our
support.

Subject to technical changes, which improve the performance of the devices.
The following documentation is purely a product description. It does not guar-
antee properties under the warranty.

Please thoroughly read the corresponding data sheets, operating instructions
and this system handbook before handling a product.

SIGMATEK GmbH & Co KG is not liable for damages caused through
non-compliance with these instructions or applicable regulations.

The general and special safety instructions described in the following sec-
tions, as well as technical regulations, must therefore be observed.

Page 6
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2.3 General Safety Guidelines

i

CAUTION

According to EU Guidelines, the operating instructions are a component of a
product.

This manual must therefore be accessible in the vicinity of the machine since
it contains important instructions.

This technical documentation should be included in the sale, rental or transfer
of the product, or its online availability indicated.

Maintain this manual in readable condition and keep it accessible for refer-
ence.

Operate the unit with devices and accessories approved by SIGMATEK only.

Handle the device with care and do not drop or let fall.
Prevent foreign bodies and fluids from entering the device.

The device must not be opened, otherwise it could be damaged!

04.11.2020
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3 Residual Risks
3.1 Guidelines

The panel was constructed in compliance with European Union guidelines.
3.1.1 EU Declaration of Conformity
CE Declaration of Conformity
The VA 011 conforms to the following European guidelines:
2014/35/EU Low-voltage guideline
e 2014/30/EU “Electromagnetic Compatibility” (EMC guideline)

e 2011/65/EU “Restricted use of certain hazardous substances in
electrical and electronic equipment” (RoHS Guideline)

The EU Conformity Declarations are provided on the SIGMATEK website.
See Products/Downloads or use the search function and the keyword “EU
Declaration of Conformity”.
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4 Technical Data

4.1 Performance Data

Interfaces

1x Gigabit Ethernet 10/100/1000
1x VARAN In (RJ45) (maximum cable length: 100 m)
1x VARAN Out (RJ45) (maximum cable length:100 m)

Control Elements

1x mode button (front)

Status LEDs

1x RUN

1x Link/Speed Gigabit Ethernet
1x Active Gigabit Ethernet

3x Modus (shows the current operating mode)

2x VARAN Link (1x VARAN In and Out each)
2x VARAN Active (1x VARAN In and Out each)

1x DC OK

4.2  Electrical Requirements

Supply voltage

+18-30 V DC
UL: Class 2 or LVLC®

Current consumption of +24 V
power supply

typically 130 mA

@ Limited Voltage/Limited Current

device.

® (MThe device must be connected to a secondary galvanically separated sup-
ply with a rated voltage of 24 V DC. In compliance with UL 249, max 4 A, the
l fuse must be connected in the area between the supply source and the end

04.11.2020
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4.3 Environmental Conditions

Storage temperature

-20 ... +85°C

Environmental temperature

0..455°C

Humidity

0-95 %, non-condensing

Installation altitude above sea
level

0-2000 m without derating

> 2000 m up to a maximum of 5000 m with derating of the maximum envi-
ronmental temperature by 0.5 °C per 100 m

Operating conditions

pollution degree 2

EMC resistance

in accordance with EN 61000-6-2 (industrial area)

EMC noise generation

in accordance with EN 61000-6-4 (industrial area)

Vibration resistance

EN 60068-2-6 3.5 mm from 5-8.4 Hz

1 g from 8.4-150 Hz

Shock resistance EN 60068-2-27 159

Protection type EN 60529 1P20
4.4  Miscellaneous

Article number 20-027-011

Hardware version 1.x

Approvals CE

Page 10
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5 Mechanical Dimensions
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6 ESD Protection

Before any device is connected to or disconnected from the VA 011, the po-

‘ tential with ground should be equalized (by touching the control cabinet or

‘% \ ground terminal). Electrostatic loads (through clothing and shoes) can
thereby be dissipated.
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7 Connector Layout

Run (green)
Mode1 VARAN Conn.(red/green)
Mode2 (green) Streaming Function
Mode3 (red/organge/blue/green)
Capture Unit Analyzer
Link (green)

ETHERNET
Active (yellow)

Mode Button

Link (green)
VARAN In
Active (yellow)

Link (green)
VARAN Out
Active (yellow)

+24 \V Supply | +24
+24 V Supply | +24
GND | 0OV
GND | o0V

SIGMATEK

The connections of the +24 V supply (X4: pin 1 and pin 2) or the GND supply
(X4: pin 3 and pin 4) are internally bridged. To supply the module, only one
connection to a +24 V pin (pin 1 or pin 2) and a GND pin (pin 3 or pin 4) is
required. The bridged connections may be used for further looping of the +24
V supply and the GND supply. However, it must be taken into account that a
total current of 6 A per connection is not exceeded by the forward looping!

jud @
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7.1  Status LEDs

Run green LIGHTS module operation-ready

BLINKS the VARAN Analyzer does not yet have an IP address.

Mode LED 1 red LIGHTS VARAN PHY held in reset
VARAN connection | green LIGHTS VARAN Analyzer transparent
status
OFF no VARAN Out available, the device is then visible as a client in

the VARAN network.

Mode LED 2 green LIGHTS: if via the mode button (short press), VARAN data streaming is ac-
. . tive. If active, it can be recorded with Wireshark. This can also be
Streaming function activated through the VARAN Service Tool.
OFF operation / use via the VARAN Service Tool
Mode LED 3 red LIGHTS analyzer active and waiting for a VARAN frame that meets the

. trigger conditions.
Capture unit ana-

lyzer orange LIGHTS recording active

blue LIGHTS frame in which the stop conditions were defined has been de-
tected; active trace or resampling is displayed.

green LIGHTS recording ended, data can be called through the VARAN Service
Tool

Ethernet LINK / green LIGHTS Ethernet connection 1000 Mbits
SPEED

orange LIGHTS Ethernet connection 100 Mbits

red BLINKS Ethernet connection 10 Mbits
Ethernet Active yellow LIGHTS link established
BLINKS data transfer at Ethernet interface

VARAN In Link green LIGHTS connection between both PHYs made

BLINKS VARAN In of the primary client has no link

VARAN In Active yellow LIGHTS data is exchanged over the VARAN bus

VARAN Out Link green LIGHTS connection between both PHYs made

BLINKS there is no connection between VARAN In and the primary client.

VARAN Out Active | yellow LIGHTS data is exchanged over the VARAN bus

DC OK green LIGHTS module is supplied with a voltage > 18 V

Page 14 04.11.2020
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7.2 Button
The operating mode can be changed via the Mode button.

With a short press, the Analyzer can be switched to “Streaming Mode”. The active mode is
indicated by the Status LED “M2”. If the LED lights green, streaming mode is active.
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7.2.1 Connectors

7.2.1.1 X1: Gigabit Ethernet (10/100/1000)

7.2.1.2 X2, X3: VARAN In, VARAN Out

More information on the VARAN bus can be found in the VARAN bus speci-
fications!

8-

hel
El

Function
D1+
D-

D2

D3+
D3-
D2-
D4+
D4-

1/

O~NO D WNEF

n.c. = do not use

8 = Pin Function
1 TX+/Rx+
2 Tx-/Rx-
3 RX+/Tx+

4-5 n.c.

6 n.c.

7-8 RX-/Tx-

jud @
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7.3 Applicable Connectors

Connectors:

X1 X2 X3 8-pin RJ45 (not included in delivery)

X4 Connectors with spring terminals (included in delivery)

The spring terminals are suitable for the connection of ultrasonically compressed (ultrasoni-
cally welded) strands.

Connections:

Stripping length/sleeve length: 10 mm
Mating direction: parallel to the conductor axis or circuit board
Conductor cross section rigid: 0.2-1.5 mm?
Conductor cross section flexible: 0.2-1.5 mm?
conductor cross section strands ultrasonically compacted: 0.2-1.5 mm?
Conductor cross section AWG/kcmil: 24-16
Conductor cross section flexible with ferrule without plastic 0.25-1.5 mm?
sleeve:
Conductor cross section flexible with ferrule with plastic sleeve:  0.25-0.75 mm? (reason for reduction d2 of the
ferrule)
Ferrule Cable

’ : ‘ ufj@ d2

d2 = max. 2.8 mm

d2

CAUTION The module cannot be connected or disconnected while voltage is applied!
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7.4 Labeling Field

| L
1 1
1 1
1 i
& L
Manufacturer Weidmdiller
Type MF 10/5 CABUR MC NE WS
Article number Weidmdller 1854510000
Compatible printer Weidmdiller

Type

Printjet Advanced 230V

Article number Weidmdller

1324380000

Page 18
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8 Strain Relief

® The VARAN cable must be mounted close to the module (e.g. using a clamp)!
1 No mechanical stress can be applied to the connection!
04.11.2020 Page 19
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9 Recommended Shielding for VARAN

The VARAN real-time Ethernet bus system exhibits a very robust quality in harsh industrial
environments. Using IEEE 802.3 standard Ethernet physics, the potentials between an Ether-
net line and sending/receiving components are separated. In the event of an error, the
VARAN Manager resends messages to a bus participant immediately. The shielding de-
scribed below is mainly recommended.

For applications in which the bus is operated outside the control cabinet, the correct shielding
is required. This is especially important, if due to physical requirements, the bus cables must
be placed next to sources of strong electromagnetic noise. Itis recommended to avoid placing
VARAN bus lines parallel to power cables whenever possible.

SIGMATEK recommends the use of CAT5e industrial Ethernet bus cables.
For the shielding, an S-FTP cable should be used.

An S-FTP bus is a symmetric, multi-wire cable with unshielded pairs. For the entire shielding,
a combination of foil and braiding is used. A non-laminated variant is recommended.

® The VARAN cable must be secured at a maximum distance of 20 cm from
l the connector to protect against vibration!

Page 20 04.11.2020
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9.1 Wiring from the Control Cabinet to an External VARAN Component

If the Ethernet lines are connected from a VARAN component to a VARAN node located
outside the control cabinet, the shielding should be placed at the entry point of the control
cabinet housing. All noise can then be deflected from the electronic components before
reaching the module.

VARAN

Shield support

IP67 Area

Control Cabinet

=

04.11.2020 Page 21
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9.2  Wiring Outside of the Control Cabinet

If a VARAN bus line must be connected outside of the control cabinet only, no additional
shield support is required. A requirement therefore, is that only IP67 modules and connectors
can be used outside the control cabinet. These components are very robust and noise re-
sistant. The shielding for all sockets in IP67 modules are electrically connected internally or
over the housing, whereby voltage spikes are not dissipated through the electronics.

'™ <=
O N

1
'
'
0
'
'
1
y
{
'
'
y
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'
'
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{
1
'
{
!
1
'
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9.3 Shielding for Wiring Within the Control Cabinet

Sources of strong electromagnetic noise located within the control cabinet (drives, Trans-
formers, etc.) can induce interference in a VARAN bus line. Spike voltages are deflected over
the metallic housing of a RJ45 connector. Noise is conducted through the control cabinet
housing without further action from the electronic components. To eliminate sources of noise
during data exchange, it is recommended that the shielding for all electronic components be
connected within the control cabinet.

Control Cabinet

Shield support

04.11.2020 Page 23
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9.4 Connecting Noise Generating Components

With the connection of power components that generate strong electromagnetic interference,
it is also critical to ensure correct shielding. The shielding should be placed before a power
element (or group of power elements).

=

VARAN

Control Cabinet

—— Shield support
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9.5 Shielding Between Two Control Cabinets

If two control cabinets must be connected over a VARAN bus, it is recommended that the
shielding be located at the entry points of both cabinets. Noise can be thereby prevented from
reaching the electronics within the control cabinet.

Shield support

Control Cabinet Control Cabinet

04.11.2020 Page 25
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10 Transport/Storage

1

CAUTION

This device contains sensitive electronics. During transport and storage, high
mechanical stress must therefore be avoided.

For storage and transport, the same values for humidity and vibration as for
operation must be maintained!

During transport, temperature and humidity fluctuations may occur. Ensure
that no moisture condenses in or on the device.

Page 26
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11 Mounting

The S-DIAS modules are designed for installation into the control cabinet. To mount the mod-
ules, a DIN-ralil is required. The DIN rail must establish a conductive connection with the back
wall of the control cabinet. The individual S-DIAS modules are mounted on the DIN rail as a
block and secured with latches. The functional ground connection from the module to the DIN
rail is made via the grounding clamp on the back of the S-DIAS modules. The modules must
be mounted horizontally (module label up) with sufficient clearance between the ventilation
slots of the S-DIAS module blocks and nearby components and/or the control cabinet wall.
This is necessary for optimal cooling and air circulation, so that proper function up to the
maximum operating temperature is ensured.

HORIZONTAL Mounting

04.11.2020 Page 27



VA 011 VARAN ANALYZER o> SIGMATEK

Recommended minimum distances of the S-DIAS modules to the surrounding components
or control cabinet wall:

P
-
? [
o~ o
/ \
= X
e >~
-~ N
pd RN
\
\
\
\
a b c
30 mm (1.18") 30 mm (1.18") 100 mm (3.94")

a, b, c ... distances in mm (inches)
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12 Maintenance

WARNING During maintenance as well as servicing, observe the safety instructions from
chapter 2.

12.1 Maintenance

This product was constructed for low-maintenance operation.

12.2 Repair
® When sent for repair, the panel should be transported in the original packag-
ing if possible. Otherwise, packaging should be selected that sufficiently pro-
l tects the product from external mechanical influences. Such as cardboard

filled with air cushioning.

In the event of a defect/repair, send the panel with a detailed error description to the address
listed at the beginning of this document.
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13 Disposal

® When disposing of the panel, the national electronic scrap regu-
1 lation must be observed.

The panel cannot be discarded with domestic waste.

Page 30 04.11.2020
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14 Application Information

14.1 IP Settings

To assign the VARAN Analyzer a fixed IP address if no DHCP server is available or the
Analyzer is connected to the PC/laptop directly, follow the procedure below.

14.1.1 Connecting with the VARAN Analyzer via the VARAN Bus

E Varan Service Tool (M:\hardware\FPGA\VARAM Service_Tooly)

1. Connect the VARAN Analyzer with the
VARAN bus without connecting VARAN |~ -
Out. The device is then visible on the [A&.r 2 [E]o
VARAN bus as a client. ile=] & lnoname -]

ignline Process Configuration Tools  Extra  Help

Devices
= CP112, CP112, 1 x Varan Out
2. Next, connect the control to the VARAN EIVI022, V1022, 1 x Varan In, Tx Veran Out
Service TOOI Via the |P address. “WADT1, Varan Analyzer mit Tx Varan IN und 1x Varan Qut

14.1.2 Connecting the VARAN Analyzer via the IP interface

Here, the VARAN Analyzer must be in a network with DHCP servers. As soon as the Analyzer
receives a valid IP address, LED M1 lights green.

1. Open the “LASAL Online Settings”

2. Create a new item or select an existing item (TCP/IP Connection Type — marked
yellow) to edit.

Locate the VARAN Analyzer via the “IP Scanner” function (marked red)

4. Selectthe VARAN Analyzer from the list. This can be uniquely assigned via the PLC
name and serial number.

w Metwork IP Scanner x
Globel configurations Properties of UAOT1 P Address PLCNa.. / | Seral N Project Name Graphic Mo ~
O ® 1P Lars Local Connect Type: TCP/IP ~ 10.20.103.5 HGT 1052-E 05307968 NO PROJECT
'8 Rrs232 10105773 HZ5 555 02285078 LsL 622
e can Password: L 1 10.10.160.63 HZSTIR-H 03413349 HMI G2
E © xi: ;fg’f‘:t“m 1010116189 HZST71 03320198 SYPRO G662

P ow- ault 77
e e S T [
O » Testsram move  IP Address: 10.10.17098 HZ5 771 03320194 HMI G662
¥ noname 10.100.0.149 HZS 771 03733103 Modbus test? 62
2 W vactt Hat 10.1000213 HZ5 771 server 662
10100219 HZS 771 o;oaTs Ll 662
1010170103 HZS T4 05727685 FileSystemCrashTest.2 G2
[ Connect via slow Connection 10.100.0.66 Lisec 2012-.. 03683662 MVis_Class 62
(BT, (it (el =) 10.100.451 PC 3KX NO PROJECT G:1920x10¢
10.100.09 PIM 031 05406032 HMI No Graphis
101002211 719335 test 1024 x 768
1030202241 | vaont | 00000005 | VARAN Analyzer | No Graphi
v
< >
[ [ oK Cancel
Refresh Found 131 devices Close
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14.1.3 Set the IP Address

r —— r—
VAD11, Varan Analyzer mi) Retresh Tree

1. Under Extras > Login, enter the administration jy [ —
assword received from support ) Show Type Labe
p WL Edit Type Label
. . % Co t
2. Right-click on the Analyzer and select the menu e
item “Edit Type Label” e
! yp it| Hex-Editor Memory
it Hex-Editor Control
Bg SPIFPGA Update

3. In the “Type Label Editor” now

N « 49 Type Label Editor X
opened, select the item “MAC / IP
» . B Complete Type Label Add Licence Nr.
Address” (marked in red) e Lt
Vendor ID 1 Vendor Name
Device ID 1290 Device Name
4. In the opened mask, enter the IP Licence Number 0
: Hardware Revison 0.0.0 Serial Number
address that should be assigned to o —
the Analyzer. Press the “Save” but- Seril Flash Size ©00800000 Se e
Base Addr. for Fault Boot Imag 0x00220000
ton. Address Size for FPGA Program (x00220000 Multifies
Ty <1 User Data (n * &4 KByte) 0 Device Compatibilty List
. | Vendor Name Sigmatek GmbH & Co KG -
A% MAC Devie Humber 0 Device Narme VAol Calibration Data
s s Serial Number 00000005 MAC /TP Address
Ordering Number 00-000-000 ]
J/r«' Addess MAC/ IP Address Edit
B — Safety Ident. Number
s AT
etk 5. 255 . @ . 0 Baseline Software
=) Device Address
O tpvs Adress Device Configuration
PDO Info
Delete
Sov o) Close
Available memory : 0x003C0000 (60 * 6%Byte), Need : 0x00000144

5. The “MAC / IP Address” closes and in the “Type Label Editor”, the settings can be
stored via “Save to Device” (marked in blue).
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14.2 Analysis with the VARAN Service Tool

1. Connectto the VARAN Analyzer

2. Under Extras, select the VARAN Analyzer tool

3. The description of the VARAN Analyzer function is found under the “?”, Menu item
or with the F1 key.

Dok 22 ane salecins | VNZ11SE  Dwiefaudy LF RUM GF
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14.3 Installation and Analysis with Wireshark

With the open-source packet analysis tool Wireshark and the plugin provided by SIGMATEK,
the data stream can be analyzed and evaluated with the VA 011.

To run an analysis with Wireshark, we recommend connecting the Analyzer output to a ded-
icated Ethernet port on the PC/laptop.
For the analysis, switch the Analyzer to “Streaming Mode”.

14.3.1 Wireshark Installation

1. Install Wireshark (version 3.0.2 or higher) https://www.wireshark.org/

2. Install plugin for VARAN (Download => SIGMATEK homepage fort he respective
module or search term ,SIGMATEK-Wireshark-Plugin):
varan.dll file in the directory
[Wireshark Installationsordner]\plugins\[WiresharkVersion]\epan

copy
3. Start/restart Wireshark

Page 34 04.11.2020
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14.3.2 Analysis with Wireshark

1. Protocol activation Ml Wirshrk- Protokoll okviren Tox
Activate the ESL and VARAN proto- | [t ) Beschrebung
cols T e Al o it
2. (Optional) Load the color rules to
clearly display the data packets.
This can be run under
View > Color Rules > Input e Dt s Pkl s i o o e e o
sucheni fesl | Alle aktvieren| |Alle deaktivieren| | Invertiren
M \Wireshark . Protokolle aktivieren ? x
Protokoll - Beschreibung
VARAM VARAN Protacol

Das Deskuivieren eines Protokalls verhindert die Anzeige von dardber lisgenden Proskollen

suchen: [varanl | Alle aktvieren| [Alle deaktivieren| | Tnvertieren
Iy Abbrechen Hife

3. Next, start a recording at the desired interface.
In the recording, VARAN and EtherCAT packets are displayed as follows:

> Frame 23312: 76 bytes on wire (688 bits), 76 bytes captured (688 bits) on interface @
> Ethernet II, Src: Sigmatek_©0:081:02 (00:58:74:80:01:02), Dst: Sigmatek ©0:01:82 (90:50:4:00:01:02)
¥ VARAN Protocol [E
Type: VARAN 1 (1)
> TX Frame
CRC: @xbess
» Varan Status
v EtherCAT Switch Link
Port: @
B = Alignment Error: no
R - = Crc Error: no
timestamp: @x@eeedb7Th385695a

VARAN packets  can be fitered with the following filter  setting
eth.type == Ox88FA

[ Teth-type — oxgsra
Nao. timestamp timedif Source Destination Info Length Protocal M5 CMD
Sigmatek_@1:@2:1@ Sigmatek 01:02:10 [VARAN 1] SIGMATEK 6 VARAN 2 Control Read

Sigmatek_81:02:10 [VARAN 1] SIGMATEK 2 VARAN 3 Global Write

& Sigmatek_81:02:18 ]
7 Sigmatek_01:02:18 Sigmatek 81:82:18 [VARAN 1] SIGMATEK 6 VARAN 4 Memory Read
8 Sigmatek_01:02:18 Sigmatek 81:82:18 [VARAN 1] SIGMATEK 11  VARAN 4 Response

E] Sigmatek_@1:02:10 Sigmatek 81:82:1@  [VARAN 1] SIGMATEK 5  VARAN 5 Control Read
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14.4 Example Application
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Documentation Changes
Change date | Affected | Chapter Note
page(s)
13.11.2019- 34 14.3.1 Wireshark Installation Downloadinfo for Wireshark plugin added
04.11.2020 27 11 Mounting Expansion functional ground connection
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